N
Slutani

I Firewall Considerations for Remote Access

This sheet should be referenced for each autani Does the customer’s firewall filter outbound traffic?
Manager device you configure. (Y/N)

® : If yes, at least one of the following ports must be

: open between the local IP address of the Autani

Manager and Autani’s remote access web portal

: (portal.autani.net).

Y A port forward may need to be configured between

: the local IP address of each Autani Manager on
Is Ethernet connectivity and 120VAC power the client’s LAN and the IP address of Autani’s
available in either an IT closet or electrical room : remote access web portal (portal.autani.net at
that is as centrally located to the devices as : 192.184.90.251 or 192.184.93.8) per the table
possible? below. This is required when a client’s firewall filters
I outbound traffic.

4 :

: Only one of the four ports listed below needs to be

open to establish a remote connection. Note: It may

: take up to 30 minutes for the remote connection to

% establish after opening a port on the firewall.

: IP Address Protocol Port
Space requirements should meet the specification 59462
from the cut sheet on the autani Manager. 192.184.90.251 UDP 54473
Refer to the illustartion in the 2" page. : 59475
I 192.184.93.8 TCP 443
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Determine IP Assighment Requirements

Does the network allow dynamic IP assignment (Optional) BMS Integration
(DHCP), or does it require statically assigned IP
settings? By default, the Autani Manager operates

using DHCP. If static IP settings are required before

If a ‘Connect’ license was purchased, ensure that the
Autani Manager is set up on the same network as
the existing BMS system (e.g., BACnet Controller).

t:e /'}_l;tzm Manager can funchor:jon :]he fnTItwo.rk' P S . The BMS system must be able to ping the Autani
the epartment must provide the following Manager and vice versa.

parameters for the installer to configure during I
installation.

IP Address:

Subnet Mask:

Default Gateway:

Primary DNS Server:
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Ethernet USB

External Antenna Power 12VDC

MOUNTING HOLE DIMENSIONS
(TOP OF WALL PLATE / BACKPLATE)

2.59” PRE-DRILL HOLES FOR
MOUNTING THE MANAGER

- 3.50” >
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